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These instructions are for use by PICS and IT administrators.

INTRODUCTION
PICS can import electronic files for many purposes including: photographs, sound files or videos as

evidence for qualifications; copies of review reports; scanned letters sent to learners or employers.

eFileStore is a Windows service that you can purchase from Pellcomp and links to your PICS
installation. Rather than holding the files in the PICS database it saves them in a definable folder.
This improves the stability of PICS and makes backups easier and quicker to produce.

PICS user operations are identical whether eFileStore is installed or not.

SYSTEM REQUIREMENTS

e Windows 7, 8 or 10; or Windows Server 2003, 2008, 2008R2, 2012, 2012R2, 2016 — this
should be the same machine where the PICS data files are located

e Advantage Database Server — This should be installed and running

e Windows.net framework 3.5

LICENCE NUMBER

A separate licence number is required for eFileStore. Please purchase this through Pellcomp Support

before starting installation.

DOWNLOADING AND INSTALLING EFILESTORE

1. Logon (via Remote Desktop or console) to the server where your PICS data files are located.
2. Download the eFileStore install files from here.
3. Extract all files to the same folder and run setup.exe

4. Follow the installation process. eFileStore can be installed to any location, although we
recommend the default (C:\Program Files\Pellcomp Software Ltd\PICS eFileStore Service).

5. At the final installation screen click [Close].
eFileStore is now installed and the service will be started automatically.

6. To test that the service is functioning correctly, open a web browser and navigate to:
[http://<servername>/eFileStore/] — the final forward-slash is very important !
You should see a screen similar to the following:

Service

Thes = & Windows® Commurscation Foundation service.

Metadata publishing for this service is currently disabled.

If you hove access to the service, you can enable metadats publishing by complating the following steps to modify your web or applicaticn configuration file:
1. Create the followng service behavior configuration, or add the <serviceMetadata> element to an existing service behavior configuration:

I
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http://www.pellcomp.co.uk/public/Release/eFileStore/eFileStore.zip

Once eFileStore is running on the server, PICS must be configured to send any new files to the

service. You will need the licence number referred to previously.

1.

10.

Ensure that you can navigate to the eFileStore service in a web browser on the client
machine (where PICS will be run).

The default URL is ‘http://<servername>/eFileStore/’ unless it has been changed in the
eFileStore config file. You should see a service page the same as on page 1 of this guide. If
not, check that your firewall is set correctly to allow HTTP traffic between the client machine
and server.

Open PICS on the client machine as far as the login screen but do not login.

From the menu bar run ‘Licensing > Add licence’. Enter your eFileStore licence number and
click [OK].

Log into PICS with a user account that has permission to edit base data.

At the PICS main screen click the button [Basedata Maintenance].

From the menu bar run ‘Main > PICS Configuration’ and select the [File Storage] tab.

In the [PICS eFileStore Settings] section, tick the option ‘Use eFileStore’ and enter the
eFileStore URL (from step 1 above). Click [Save].

If you use eAssessor for PICS repeat step 7 in the [eAssessor eFileStore Settings] section.

Other settings on the File Storage page should only be adjusted in discussion with Pellcomp.
Please contact the support team for guidance.

If PICS already contains imported files then you need to upload these to eFileStore.

In the section ‘File Store Actions’ click the button [Check Store Size] to show the amount of
files currently held in PICS.

Clicking the button [Upload all Files in Database] will perform this task - note that it may take
some time depending on the number and size of files stored.

See also the section ‘Uploading other existing PICS files to eFileStore’ on page 3.

PICS is now ready to use eFileStore and files should appear in the file store folder on the server as
they are added to PICS.

IMPORTANT

Files are stored in the PICS data tables are included in standard PICS backups, although we expect

that most customers will use their own server backup arrangements.

However, with eFileStore this is not the case - you MUST BACKUP THE FILE STORE FOLDER
SEPARATELY. At present there is no backup routine for eFileStore - both the eFileStore data folder
and file storage folder must be included in your regular server backups to avoid data loss, e.g. in the

event of a server crash, or fire, theft etc.

Please contact Pellcomp Support if any further advice is required on eFileStore backup strategies -

we really do not want you to lose your files!
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UPLOADING OTHER EXISTING PICS FILES TO EFILESTORE

You may have files from some other processes in PICS which can be uploaded to eFileStore.

1. Inthe ILR Export routine you can upload your ILR data files for OLDC. From the menu bar run
as below:

Main i Help

Learner Selection ¥ || LIS &Error Notification Reports|

Include Previcus CFD
1

Miscellaneous ] Open OLDC Website L

Deleted L v e =

Y eleted Learners 3

Values for Provhon (a) & LearnDelMon (a) 13

Move saved ILRs to FileStore

Format XML File

Send Special Projects (449) from April 2011
Don't show Consortia tab

LIS & ENRs

\ll e il -

2. Inthe Monthly Returns process you can upload the financial reports produced each time a
period is closed. From the period selection screen menu bar run as below:

¥ =)

Report by site
Subcentract by episede
Subcentract by aim (A22)
Re-final old periods

Move saved reperts to FileStore

31/08/2012
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The installation procedure for eFileStore will ensure that the service is started and is immediately

ready to use with the default settings. However, you can change these if required.

CHANGING THE FILE STORAGE FOLDER

To change the folder that eFileStore uses to store files sent from PICS:

1.

On the server holding eFileStore, open Windows Explorer and navigate to the eFileStore
install folder (default is C:\Program Files\Pellcomp Software Ltd\PICS eFileStore Service).

In the settings folder find the file [settings.xml] and open this in Notepad.

Find the tag marked “FileStoreFolder” and edit the value to provide a path to the folder you
wish to use for storing files.

Save and close the file.

Restart the eFileStore service (name is “Pellcomp eFileStore Server Service”) via the
Management Console or at a command line.

Any new files uploaded to eFileStore will be stored in the new location, and any files already
stored in the previous folder should be moved.

Please note: if the file storage folder is on the network and not the same server where eFileStore is

running, the folder will be inaccessible until the service user is changed. See “Changing the user

eFileStore runs as”.

USE CUSTOM STORAGE FOLDERS FOR CERTAIN PICS DATASETS

Where a single instance of eFileStore is used to store files from multiple PICS datasets, it is possible
to use different folders to store the files for the different datasets. This can be particularly useful
when the total size of the files is very large, so using a custom folder can mean files for different

datasets can be separated into different folders, partitions, drives, or even devices via the use of

network drives. To use custom folders, you need to do the following:

1.

On the server holding eFileStore, open Windows Explorer and navigate to the eFileStore
install folder (default is C:\Program Files\Pellcomp Software Ltd\PICS eFileStore Service).

In the settings folder find the file [settings.xml] and open this in Notepad (Administrator
rights may be required).

Beneath the <options> section (NOT within it), add a new section as follows, setting the
DatasetGUID and folder as appropriate for your PICS dataset and folder:

<FileStoreFoldersCustom>

<folder DatasetGUID="XXXXXXXXXXXXXXXXXXXXXX">{folder here}</folder>

</FileStoreFoldersCustom>

4.

5.

Multiple <folder ... > tags can be added for multiple datasets.

Save and close the file.
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Restart the eFileStore service (name is “Pellcomp eFileStore Server Service”) via the
Management Console or at a command line.

Any new files uploaded to eFileStore from the specified dataset will be placed in the folder
as specified in the settings file. Any datasets not specified in the
FileStoreFoldersCustom section will be placed in the folder set in the
FileStoreFolder section.

CONFIGURING EFILESTORE TO USE A SPLIT STORAGE FOLDER

By default, eFileStore places all files in a sub-folder of the storage folder; this sub-folder is named

using the 32-character identifier of the PICS dataset from which the files are uploaded. When a large
number of files is expected, the files can be placed into separate folders based on the first two

characters of the file identifier — this will ensure that files are placed into a maximum of 256 sub-

folders and preventing too many files being placed in a single folder.

8.

10.
11.

12.

13.

On the server holding eFileStore, open Windows Explorer and navigate to the eFileStore
install folder (default is C:\Program Files\Pellcomp Software Ltd\PICS eFileStore Service).

In the settings folder find the file [settings.xml] and open this in Notepad.
Find the tag marked “splitstoragefolder” and set the value to 1.
Save and close the file.

Restart the eFileStore service (name is “Pellcomp eFileStore Server Service”) via the
Management Console or at a command line.

Any new files uploaded to eFileStore will be placed in a folder matching the first two
characters of the file ID. eFileStore will search the old folder structure when downloading so
existing files do not need to be moved, although this can done manually if desired.

CHANGING THE EFILESTORE PORT NUMBER

By default eFileStore uses HTTP connections on port 80. If for some reason this is not suitable, the

port can be changed by completing the following steps:

1.

On the server where eFileStore is installed, open Windows Explorer and navigate to the
eFileStore install folder - the default is:
C:\Program Files\Pellcomp Software Ltd\PICS eFileStore Service).

Open the [eFileStoreService.exe.config] file in Notepad.

Find the tag marked “<add baseAddress = "http://localhost/eFileStore/" />"
Change the URL to include a port number e.g. “http://localhost:8080/eFileStore/”
Save and close the file.

Restart the eFileStore service (name is “Pellcomp eFileStore Server Service”). This can be
done via the Management Console, or at the command line.
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7. Check that the service is functioning by navigating to your adjusted URL in a web browser
(not forgetting the final forward-slash). You should see the same screen as on page 1.

CHANGING THE EFILESTORE DATA LOCATION

eFileStore keeps a database of all the files stored. By default this database is installed in the
eFileStore installation directory as specified during the install process, but it is possible to transfer
the data to a different server, or to use a SQL Server instance to hold eFileStore data. To do this
complete the following steps:

1. Onthe server where eFileStore is installed, open Windows Explorer and navigate to the
eFileStore install folder - the default is
C:\Program Files\Pellcomp Software Ltd\PICS eFileStore Service).

2. Open the Settings folder, and open Settings.xml in notepad

3. Inthe <options> section, add or edit the settings as per the options below, depending on
your data requirements.

4. Save and close the file.

5. Restart the eFileStore service (name is “Pellcomp eFileStore Server Service”) via the
Management Console or at a command line.

6. Ensure that you can add a file to PICS. If this is an existing eFileStore installation, ensure that
you can open existing files stored in PICS.

Advantage Configuration

The default eFileStore database is a small Advantage database which must be stored on a server
where Advantage Database Server (ADS) is installed. The following settings can be used to modify
the data location:

Key name Value Notes

dbtype advantage The database type that eFileStore will use.

datadictpath The path to the If the data dictionary is on a different server, any
eFileStore Advantage firewalls should be configured to allow UDP port 6262
data dictionary file connections. UNC paths should be used if not using a
(EFileStore.add) local drive.

SQL Server Configuration

eFileStore can also be used with an existing SQL Server instance. You should create a blank database,
then use the settings below to configure eFileStore to use it. The empty database tables will be
created the first time eFileStore is loaded.

Key name Value Notes

dbtype sqlserver
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dbserver The instance name of the SQL Supply the server and instance e.g.
Server instance SERVER1I\SQLSERVERINSTANCE

dbname The database name within the
instance specified in dbserver

dblogin The username to log into SQL Server | If this value is blank eFileStore will attempt
to log in using integrated Windows
authentication. If a user is specified, this
user should have full
read/write/create/delete access to the
database

dbpassword The password to log into SQL Server | Required if dblogin is supplied

CHANGING THE EFILESTORE LOGGING SETTINGS

By default, eFileStore keeps operation logs (contained in Logs/eFileStoreSerice.log) up to a size of
50MB, and will check every hour if a new log file is required. If so, the old log file is renamed
eFileStoreService.log.old and a new, blank log file created. If eFileStoreService.log.old already exists,
it will be deleted. These settings can be changed in the configuration file as follows:

Key name Notes

maxlogsize An integer number, in MB, for the maximum size of the eFileStore log file. If not set
the default of 50MB is used.

checkloginterval The interval, in minutes, between checks for archiving the log file. If not set, the
default of 60 minutes is used.
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USING EFILESTORE TO REPLICATE FILES TO ANOTHER EFILESTORE SETUP

eFileStore can be configured to automatically upload files to another eFileStore server. This
configuration can be used to ensure that files are automatically backed up on an automatic basis.

The following steps should be taken to configure eFileStore:

1. Onthe server where eFileStore is installed, open Windows Explorer and navigate to the
eFileStore install folder - the default is
C:\Program Files\Pellcomp Software Ltd\PICS eFileStore Service).

2. Open the Settings folder, and open Settings.xml in notepad

3. Inthe <options> section, add or edit the settings as per the options below, depending on
your requirements.

4. Save and close the file.

5. Restart the eFileStore client service (name is “Pellcomp eFileStore Client Service”) via the
Management Console or at a command line.

6. Once files have been added to eFileStore and the timer has been activated, new files should
be seen in the remote eFileStore’s file storage folder.

Key name Value Notes
clientmode efilestore
destefilestoreurl The URL of the eFileStore instance The final slash must be included e.g.
to send files http://server.domain.com/eFileStore/
timerinterval The number of seconds between Must be a valid integer 1 —999. If not set,

checks for new files to be uploaded | the default of 60 seconds is used.

sleeptime The number of seconds between If not set, the service will not sleep between
uploads of files, or chunks of files if chunks or files.
chunksize is set.

chunksize If a value is set, files will be split into | Must be a valid integer 1 —99999. If not set,
smaller chunks when being sent to all files will be uploaded as a single chunk.
the remote eFileStore instance. The
value represents the size (in KB) of
these chunks
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CONFIGURING EFILESTORE TO USE FIPS MODE

If Advantage Database Server is configured to use FIPS mode, eFileStore must also be configured to
do so. To do this, complete the following steps:

1. Onthe server where eFileStore in installed, open Windows Explorer and navigate to the
eFileStore install folder (default is C:\Program Files\Pellcomp Software Ltd\PICS eFileStore
Service).

2. Inthe settings folder find the file [settings.xml] and open this in Notepad.
3. Find the tag marked “fipsmode” and set the value to 1.
4. Save and close the file.

5. Restart the eFileStore service (name is “Pellcomp eFileStore Server Service”) via the
Management Console or at a command line.

FURTHER GUIDANCE

Please contact the Pellcomp Support team at support@pellcomp.co.uk or on 01603 492620 if you
encounter problems, or with any questions.
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